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END USER LICENSE AGREEMENT (EULA) AND WARRANTY STATEMENT 

EVOKO WORKPLACE SUITE (incl. Naso and Kleeo) 
 

NOTICE: EXCEPT FOR THE LICENSE RIGHTS GRANTED HEREIN, NO INTELLECTUAL PROPERTY RIGHTS ARE 
TRANSFERRED. 

PLEASE CONTACT EVOKO AT LEGAL@SMSEVOKO.COM WITH ANY QUESTIONS. 

IMPORTANT: Please read before installation, download or use of the Evoko Workplace Suite software/application/service (the 
“Evoko Workplace Suite”) that you are attempting to access, download or that otherwise accompanies or is provided with this 
End User License Agreement (EULA) and Warranty Statement ("Agreement"). 

The Evoko Workplace Suite may be software embedded on hardware, provided with that hardware or separately from hardware, or 
software provided on a Software as a Service basis. Any software provided on or with hardware or separately from hardware, or 
provided on a Software as a Service basis, including any upgrades, patches, enhancements or fixes thereto, shall be deemed 
Evoko Workplace Suite, (the ”Software”). 

By actively agreeing to be bound by this Agreement, downloading, installing or in any way using the Software, the entity or 
company that you represent (”Licensee”) is unconditionally consenting to be bound by and is becoming a party to this Agreement 
with SMS Evoko Group AB, co. reg. no. 556583-7290, with address Hästholmsvägen 32, 5th floor, 131 30 Nacka, Sweden 
(”Licensor”). 

If you are accepting the terms of this Agreement on behalf of the Licensee, you represent and warrant that you have full legal power 
and authority to bind the Licensee and enter into this Agreement. 

If Licensee does not unconditionally agree to all terms of this Agreement (license terms), download, installation, access 
or use of the Software is strictly prohibited. 

This Agreement constitutes the Agreement between Licensor and Licensee with respect to license of the Evoko Workplace Suite 
(“Software License”). The Agreement forms a legally binding contract between you as Licensee and Licensor in relation to your 
use of the Evoko Workplace Suite and the Software License. The date of execution of the Agreement is called “Activation Date”. 

This Agreement may not be modified or waived, except by mutual signed writing, and, if this Agreement is deemed an offer, 
acceptance is expressly limited to these terms. If there is a mutually signed agreement (not including a purchase order or similar 
document) expressly covering the Software License by Licensor to Licensee then the express terms of that agreement will govern 
to the extent that agreement does not conflict with the terms and conditions of this Agreement. 

 

 

1. SOFTWARE LICENSE; GRANT 

1.1 Subject to the terms of this Agreement and provided Licensee has paid the applicable fees, Licensor hereby grants Licensee a limited, 
worldwide, non-sub licensable, non-assignable, non-transferable, non-exclusive license to download, access or use the Software solely for Licensee's 
own internal business operations and its own internal use of the software-based functionality of the Evoko Workplace Suite with accompanying 
applications. The Software may be used on Evoko Naso Room Manager hardware and/or Evoko Kleeo Desk Manager hardware (Evoko Naso Room 
Manager and Evoko Kleeo Desk Manager hereafter individually or together referred to as the “Hardware”) owned by Licensee (including any units of 
replacement Hardware provided as part of warranty or support of the Evoko Workplace Suite) in accordance with the documentation that 
accompanies it and any other use restrictions applicable for relevant Hardware (as defined below). Licensor reserves the right to from time to time 
make changes and updates to the functionality of the Software. 

1.2 Unless explicitly undertaken by Licensor in the course of providing the Software, Licensor is not responsible for Licensee’s installation on 
Licensee’s IT-environment and use of the Software. Licensee is responsible for all activities that occur during Licensee’s use of the Software. All 
data, content or resources which Licensor or any 3rd party may access through such IT-environment or any 3rd party applications are the sole 
responsibility of the person from which they originated and the Licensor and its licensors are not liable for any loss or damage that Licensee or any 
such 3rd party may experience as a result of the use or access of any of those 3rd party applications, data, content, or resources. Licensee agrees to 
immediately notify Licensor of any unauthorized use of the Software or any other known or suspected breach of security relating to the Software. 

1.3 Access to and use of the Software requires appropriate connections to Internet. Licensee is solely responsible, at Licensee’s expense, for 
acquiring, installing, maintaining, and updating all hardware, computer software, and communications capability necessary for use of the Software. 

1.4 Licensor must use reasonable efforts to ensure that the Software as a Service parts of the Evoko Workplace Suite (”Service”) is available on a 
24/7 basis. However, it is possible that on occasion the Service may be unavailable to permit maintenance or other development activity to take 
place, or in the event of Force Majeure. Licensor will use reasonable efforts to publish on its website advance details of any unavailability. 

1.5 Through the use of web services and APIs, the Evoko Workplace Suite interoperates with a range of 3rd party service features. Licensor 
makes no warranty or representation on the availability of those features. Without limiting the previous sentence, if a 3rd party feature provider ceases 
to provide that feature or ceases to make that feature available on reasonable terms, Licensor may cease to make available that feature to Licensee. 
To avoid doubt, if Licensor exercises its right to cease the availability of a third-party feature, Licensee shall not be entitled to any refund, discount or 
other compensation. 

1.6 Licensee shall pay fees for the Evoko Workplace Suite as specified by either the Licensor or an authorized reseller. If it is revealed that 
Licensee has used the Software beyond the scope of the Agreement, or has failed to pay any associated fee, Licensee shall remedy such breach 
within 30 days of written notice from Licensor by paying all applicable fees (if any) in accordance with Licensor’s then current price lists. Licensor’s 
acceptance of any payment shall be without prejudice to any other rights or remedies it may have under this Agreement or applicable law.  

1.7  Licensee is responsible for all taxes arising out of Licensee’s use of any and all deliverables under the Software. 
 

2. LICENSE RESTRICTIONS 

2.1 Licensee is only permitted to use the Software unchanged ‘as supplied by Licensor’ and as from time to time expressly granted by Licensor. 
Except as permitted by this Agreement, Licensee shall not, nor authorize anyone else to, directly or indirectly: 
(a) copy, modify, adapt, or distribute the Software; (b) alter, reverse engineer, disassemble, decompile or attempt to discover the source code or 
structure, sequence and organization of the Software (except where the foregoing is expressly prohibited by applicable local law, and then only to 
the extent so prohibited); (c) rent, lease, or use the Software for timesharing or service bureau purposes for third parties, or otherwise use the 
Software on behalf of any third party; or (d) publish or disclose any information or results relating to performance, performance comparisons or 
other "benchmarking" activities. 

2.2 Except as permitted by Licensor, Licensee shall neither use nor permit others to use or access the Software to: (a) build a competitive product 
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or service; (b) make or have made a product using similar ideas, features, functions or graphics of the Software; (c) make derivative works of the 
Software or any parts thereof; or (d) copy any features, functions or graphics of the Software or supplied documentation. 

2.3 Notwithstanding anything to the contrary herein, Licensee may utilize the Software pursuant to a leasing arrangement whereby Licensee 
leases the Hardware and/or the Software from a third party. Licensee acknowledges and agrees that the Software (including its design and structure) 
("Confidential Information"), constitutes trade secrets of Licensor or its licensors. Licensee shall hold in confidence and not disclose or provide 
such trade secrets in any form to any third party without Licensor´s prior written consent. Licensee shall maintain and not remove or obscure any 
proprietary notices. As between the parties, title of and all ownership rights in the Intellectual Property Rights in and to the Software, and any copies 
or portions thereof, shall always remain in Licensor and its suppliers or licensors and their successors. "Intellectual Property Rights" means any 
and all rights under patent law, copyright law, trade secret law, trademark law, and any and all other proprietary rights. 

2.4 Licensor (or its licensors) owns exclusively and reserves all right, title, and interest in and to the Software, including, without limitation, all 
Intellectual Property Rights in and to the Software, except to the extent of the limited Software use license granted to Licensee in this Agreement.  
This Agreement is not an agreement of sale, and no title, Intellectual Property Rights, or ownership rights to the Software are transferred to Licensee 
pursuant to this Agreement.  Licensee acknowledges and agrees that the Software and all ideas, methods, algorithms, formulae, processes, and 
concepts used in developing or incorporated into the Software, all future Updates and Upgrades, and all other improvements, revisions, corrections, 
bug-fixes, hot- fixes, patches, modifications, enhancements, releases, upgrades, and policy and database updates and other updates in, of, or to the 
Software, all derivative works based upon any of the foregoing, and all copies of the foregoing are trade secrets and proprietary property of Licensor 
(or its licensors), having great commercial value to Licensor (or its licensors).  

2.5 The Software is protected by the copyright laws and international copyright treaties. 

2.6 This Agreement does not give Licensee any rights not expressly granted herein. 

2.7 Any action of Licensee in contravention of this Clause 2 may result in the termination of this Agreement, including the license grant  
for the Software, as described in clause 8 Term and Termination below. 

 

3. SUPPORT AND UPGRADES 

3.1 This Agreement does entitle Licensee to technical support, patches or fixes for the Software ("Support").  

3.2 This Agreement does entitle Licensee to upgrades, patches, enhancements or fixes provided for the Software that may be made available free 
of charge by Licensor (“Updates and Upgrades”) which shall become part of the Software and subject to this Agreement. 

 

4. LIMITED WARRANTY 

4.1 Licensor and its licensors provides the Software on an “AS IS” and “AS AVAILABLE” basis and without warranty of any kind, and hereby 
disclaims all express or implied warranties, including, without limitation, warranties of merchantability, fitness for a particular purpose, performance, 
accuracy, reliability and non-infringement, and that the ability to use the Software will be uninterrupted or error- free. 

4.2 Licensee’s use of the Software and any material downloaded or otherwise obtained through the use of the Software is at Licensee’s own 
discretion and risk and Licensee is solely responsible for any damage to Licensee’s computer system and IT- environment or other devices or loss of 
data from such use. 

4.3 This disclaimer of warranty constitutes an essential part of this Agreement. Some countries in the World do not allow limitations on how long an 
implied warranty lasts so the foregoing limitations may not apply to Licensee. The Software is not designed for use in any device or system in which a 
malfunction of the product would result in foreseeable risk of injury or death to any person. This includes but is not limited to operation of nuclear 
facilities, life-support systems, aircraft navigation or emergency communications systems and air traffic control. 

4.4 Except for bodily injury, Licensee’s sole and exclusive remedy for any material defect of the Software shall be to repair or replacement of the 
defective part of the Software, or (at Licensor’s option or if repair or replacement is impractical) refund of fees received by Licensor or authorized 
reseller for defective Software, or part thereof, for which full documentation and proof of defect is provided to Licensor within 60 days of Activation 
Date. A claim for such a refund must be directed towards the recipient of the fees (Licensor or authorized reseller). 

 

5. PRIVACY AND COLLECTION OF PERSONAL OR SYSTEM INFORMATION  
 
 Licensor as Data Processor (Data Processing Agreement)         

5.1 Licensee acknowledges that: (i) Licensor may require access to all data, content, and information (including personal data about Licensee’s 
visitors or employees) (“Employee and Visitor Personal Data”), owned, held, used or created by Licensee, its employees or visitors that is stored 
using, or inputted into, the Software (”Licensee Data”) to exercise Licensor’s rights and perform Licensor’s obligations under these terms; and (ii) to 
the extent that this is necessary but subject to obligations of confidentiality, Licensor may authorize a member or members of its personnel or its 
service provider’s personnel to access Licensee Data solely for this purpose. 

5.2 Employee and Visitor Personal Data may include data subjects’ first and last name (surname), email address (personal or employment email 
address), organization name, contact phone number (may be either personal or employment contact phone number), photo (as an employee or 
visitor) and location & event data (visit details; and/or employment address and office details, check-in location, meetings or events a person may 
attend). 

5.3 Licensor shall, in providing the Software, be a "data processor" in respect of Employee and Visitor Personal Data and Licensee shall be the 
“data controller”, as such terms are defined in the applicable data protection and privacy laws, rules and regulations (“Data Protection Legislation”). 
Licensee must ensure that there is a legal basis for the processing activities carried out by Licensor on its behalf. Licensor must perform all data 
processing activities under this Agreement in compliance with these terms and the Data Protection Legislation. Licensor shall immediately inform 
Licensee if, in its opinion, an instruction infringes the Data Protection Legislation. Licensor shall not be obliged to follow any such instructions. 

5.4 Licensor will take standard industry measures to back up Licensee Data, including Employee and Visitor Personal Data, stored using the 
Software. 

5.5 Licensee indemnifies Licensor and its third-party licensors against any liability, claim, proceeding, cost, expense (including the actual legal fees 
charged by Licensor’s solicitors) and loss of any kind arising from any actual or alleged claim by a third party that any Licensee Data, including 
Employee and Visitor Personal Data, infringes the rights of that third party (including Intellectual Property Rights and privacy rights) or that Licensee 
Data is defamatory, obscene, harmful, unlawful, threatening, incorrect or misleading. 

5.6 Licensee assumes sole responsibility for the accuracy, quality and legality of, and the means by which Licensee acquired any Employee and 
Visitor Personal Data. 

5.7 Licensor undertakes that it will:  
i. use any Employee and Visitor Personal Data solely for the purpose of supply of the Software for the duration of the Terms, all such processing shall 
be considered to be in accordance with Licensee’s instructions;  
ii. process Employee and Visitor Personal Data only in accordance with Licensee’s written instructions, as provided in Appendix 1 to this EULA, 
consistent with this Agreement, including with regard to transfers of personal data to a third country, unless required to do so by Union or Member 
State law to which the processor is subject; in such a case, the processor shall inform the controller of that legal requirement before processing, 
unless that law prohibits such information on important grounds of public interest;   
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iii. take appropriate technical and organizational measures to prevent unauthorized or unlawful processing or accidental loss or destruction of or 
damage to Employee and Visitor Personal Data;  
iv. ensure that Licensor or its service provider’s personnel engaged in the processing of Employee and Visitor Personal Data are informed about the 
confidential nature of the Employee and Visitor Personal Data, have received appropriate training and have entered into confidentiality undertakings 
which survive the termination of their engagement. Access to the Employee and Visitor Personal Data when required shall be limited to the personnel 
providing and supporting the Software hereunder;  
v. after termination of this Agreement, at the choice of Licensee, delete or return all Employee and Visitor Personal Data to Licensee and delete 
existing copies unless applicable law requires storage of such personal data;  
vi. cooperate with the relevant supervisory Data Protection Legislation authorities; 
vii. assist the Licensee in meeting its GDPR obligations in relation to the security of processing, the notification of personal data breaches to the 
supervisory authority and data subjects, data protection impact assessments and prior consultation with the supervisory authority;  
viii. make available to Licensee all information necessary to demonstrate compliance with the obligations laid down in art. 28 GDPR and allow for and 
contribute to audits, including inspections, conducted by the Licensee or another auditor mandated by Licensee;  
ix. with the exception of incidents caused by Licensee or Licensee’s users, notify Licensee without undue delay upon becoming aware of the 
accidental or unlawful destruction, loss, alteration, unauthorized disclosure of or access to the Licensee Data including any Employee and Visitor 
Personal Data therein which was transmitted, stored or processed through the Software and take commercially reasonable steps to address such 
incidents. 

5.8 Licensee grants a general authorization for Licensor to retain sub-processors in connection with the provision of the Software. Licensor must 
enter into written agreements in relation thereto containing data protection provisions not less protective than those in this Agreement. Where the 
sub-processor fails to fulfil its data protection obligations, Licensor shall remain fully liable to Licensee for the performance of the sub-processor's 
obligations. 

5.9 Licensor will make available to Licensee its’ current list of sub-processors in Appendix 1 to this EULA and shall notify Licensee at least ten days 
before adding or replacing any sub-processors that are the subject of this Agreement, thereby giving Licensee the opportunity to object. In the event 
that Licensee objects to such addition or replacement, Evoko shall have the right to terminate this Agreement with immediate effect. Such termination 
shall not be seen as a breach of the Agreement..  

5.10 To the extent permitted by law, Licensor will promptly notify Licensee if Licensor receives a request from a data subject to exercise its data 
subject rights of access, rectification, restriction from processing, objection to processing, erasure, data portability, or its right not to be subject to an 
automated individual decision-making. Licensor will make commercially reasonable efforts to assist Licensee by appropriate technical and 
organizational measures for the fulfilment of Licensee’s obligations to respond to such request. To the extent legally permitted, Licensee will be 
responsible for any costs arising from any such assistance by Licensor. 

5.11 Through this Agreement, Licensee authorizes the processing of Licensee Data, including Employee and Visitor Personal Data, by Licensor and 
its service providers, in the EU/EEA, the United Kingdom, the United States, and other countries outside of Licensee’s or Licensee’s user’s own 
jurisdiction as part of the Software, Support or service subscription. 

 

Licensor as Data Controller  

5.12 Licensor will, as “data controller”, process such personal data received from Data subjects or Licensee that is necessary to receive and fulfil 
orders, manage renewals and related administrative responsibilities. Such personal data may include data subjects’ first and last name, date of birth, 
email address, phone number, occupation, place of work, or other demographic information. Licensor will also as “data controller” process data 
received from End Users for the purpose of providing support. Such personal data may include data subjects’ first and last name, date of birth, email 
address, phone number, occupation, place of work, or other demographic information. 

5.13 For all personally identifiable information that Licensor will process as data controller due to this Agreement, Licensor warrants that it will only 
collect, process, copy, backup, store, transfer and use this personally identifiable information in accordance with Licensor’s Privacy Policy found at 
https://www.smsevoko.com/privacy-policy/. Licensee warrants that it has taken part of and acknowledged Licensor's Privacy Policy and will make it 
available to the individuals concerned. For avoidance of doubt, Licensor will not process any Licensee Data as data controller.  

 

6. LIMITATION OF LIABILITY 

6.1 Under no circumstances and under no legal theory, including, but not limited to, tort, contract, negligence, strict liability or otherwise, shall 
Licensor or its suppliers be liable to Licensee or any other person for any indirect, special, incidental or consequential damages of any character, 
including, without limitation, damages for lost profits, loss of goodwill, loss of data, work stoppage, accuracy of results, computer or computer network 
failures or malfunctions, or damages resulting from Licensee’s use of the Software. 

6.2 Licensor’s liability for damages of any kind arising out of this Agreement shall be limited to the fee paid by Licensee hereunder. The foregoing 
shall apply even if Licensor has been informed of the possibility of such damages. 

6.3  All claims for damages based on an infringement of Article 82.1 GDPR, shall be handled in accordance with Article 82 GDPR, without the 
application of the abovementioned limitations of liability. 

 

7. INDEMNIFICATION 

To the maximum extent permitted by law, the Licensee agrees to defend, indemnify and hold harmless the Licensor, its affiliates and their respective 
directors, officers, employees and agents from and against any and all claims, actions, suits or proceedings, as well as any and all losses, liabilities, 
damages, costs and expenses (including reasonable attorney’s fees) arising out of or accruing from (a) Licensee’s use of the Software, and (b) any 
non-compliance by Licensee with the Agreement. 

 

8. TERM AND TERMINATION 

8.1 This Agreement will apply from Activation Date for the subscription period as per the Software license (“Term”), unless terminated as set forth 
below. 

8.2 This Agreement shall terminate if Licensee violates or fails to comply with any provision of this Agreement and fails to cure such breach 
within 30 days of receipt of notice of breach from Licensor. Any termination of this Agreement due to Licensee’s uncured breach shall also terminate 
the licenses granted hereunder. Upon termination of this Agreement due to a termination or an uncured breach by Licensee, Licensee shall no 
longer use the Software, shall destroy and remove from all computers, hard drives, networks and other storage media all copies of the Software, 
and shall certify to Licensor that such actions have occurred. 

8.3 All terms and provisions of this Agreement, including all exhibits, addenda and amendments hereto, which by their nature are intended to 
survive any termination or expiration, shall so survive. 

 

9. OPEN SOURCE SOFTWARE 

9.1 The Software may include components (including, without limitation, programs, applications, tools, utilities, libraries, and other programming 
code) that are made available from third parties under a free or open-source software licensing model (“FOSS Code”). FOSS Code components 
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included with the Software are redistributed by Licensor under the terms of the applicable FOSS Code license for such component; Licensee’s 
receipt of FOSS Code components from Licensor under this Agreement neither enlarges nor curtails Licensee’s rights or obligations defined by the 
FOSS Code license applicable to the FOSS Code component. 
 

10. EXPORT CONTROLS 

10.1 Licensee shall comply with all export laws and restrictions and regulations and Licensee shall not export, or allow the export or re- export of, 
the Software in violation of any such restrictions, laws or regulations. Licensee is responsible for obtaining all licenses required to export, re-export, 
transfer or import the Software. 
 

11. GOVERNING LAW, DISPUTE RESOLUTION, JURISDICTION AND VENUE 

11.1 This Agreement and the rights and obligations of the parties pursuant thereto will be governed by the laws of Sweden, without regard to 
conflicts of law principles. The provisions of the United Nations Convention on Agreements for the International Sale of Goods will not apply. 

11.2 Any dispute between the parties relating to this Agreement, the Software and the rights and obligations of the parties pursuant thereto shall 
be finally resolved in any court of competent jurisdiction in Stockholm, Sweden. Notwithstanding the above, either party may seek equitable relief 
to protect its Confidential Information or Intellectual Property Rights at anytime and anywhere in the World. The party prevailing in any dispute 
under this Agreement shall be entitled to be compensated for its costs and legal fees. 

 

12. MISCELLANEOUS 

12.1 If any provision of this Agreement is held to be unenforceable for any reason, such provision shall be reformed only to the extent necessary 
to make it enforceable. 

12.2 The failure of Licensor to act with respect to a breach of this Agreement by Licensee or others does not constitute a waiver and shall not limit 
Licensor’s rights with respect to such breach or any subsequent breaches. 

12.3 This Agreement is limited to Licensee and may not be assigned or transferred for any reason whatsoever without Licensor’s written consent, 
and any action or conduct in violation of the foregoing shall be void and without effect. 

12.4 In obtaining the Software, Licensee acknowledges that it has not relied and will not rely on the availability of any other or future Licensor 
software or products. 

12.5 Licensee hereby consents for Licensor to use the Licensee’s company name, logo, trademark or service mark to identify and announce 
Licensee as a Licensor client in its client lists, marketing and advertising materials. With Licensee’s prior written consent, Licensor may create and 
publish a case study based on Licensee’s use of the Software 

12.6 Licensor expressly reserves the right to assign this Agreement and to delegate any of its obligations hereunder. 

12.7 Licensor may adjust this EULA by publishing an updated version on www.meetevoko.com/EULA and the Licensee will be bound by such 
new EULA thirty (30) days after the publishing. If the Licensee finds any adjustment unreasonable, the Licensee shall immediately notify the 
Licensor. 
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APPENDIX 1 

INSTRUCTIONS TO THE DATA PROCESSOR 

1. PURPOSES WITH THE PROCESSING 
The purpose of the Processing is that Data Controller shall be able to use the “Evoko Workplace Suite” as outlined in the “Agreement”.  

2. CATEGORIES OF DATA SUBJECTS 
The categories of data subjects concerned are Data Controller employees and visitors. 

3. CATEGORIES OF PERSONAL DATA WHICH WILL BE PROCESSED 
The categories of personal data which may be processed are “Employee and Visitor Data”, defined in the “Agreement” as data subjects’:  

 first and last name (surname) 

 email address (personal or employment email address) 

 contact phone number (may be either personal or employment contact phone number) 

 photo (as an employee or visitor, optional)  

 location & event data (visit details; and/or employment address and office details, check-in location, meetings or events a person may attend) 

4. SECURITY 
The Processor shall process personal data only as outlined below: 

4.1 Naso room manager 

4.1.1 Connectivity 

The Naso room manager connects to the network using Ethernet or Wi-Fi. For added security, you can isolate the installation on a VLAN (having the 

units on a separate virtual network with restricted access).  The Naso room manager support 802.1x 

The devices are powered by Power over Ethernet (802.3at PD type 1, 13W) or by a separate power supply. No other physical ports than RJ45 and DC 

barrel jack are exposed which eliminates the risk for tampering even on-site. 

4.1.2 Setup 

On first installation, each device needs to be connected to the Cloud suite using the smartphone app Naso SetApp (“claiming the  service”). Not until 

the device is claimed it will connect to the Cloud suite or access the network. To claim a device, a user must sign into the Naso SetApp using their 

O365 credentials and the device can only be connected to the Cloud suite associated with the domain for that O365 account. The claiming process 

also uses two-step verification to avoid Man In the Middle (MITM) attacks.  

4.1.3 Data access 

The Naso room managers always boot directly into the application, and from within the application there is no way of exiting. The data pushed to the 

devices is limited to include only the data that is displayed on the screen, so the risk of sensitive data being eavesdropped or extracted from the device 

is effectively removed.  The meeting data is stored in the RAM memory of the devices making sure that a stolen unit does not include any retrievable 

data.   

4.1.4 Application architecture 

 Presentation layer: This is the graphical user interface of our application that shows information and takes input from users.   

 Business logic: We process input from the presentation and data layers and update each layer as required.   

 Data layer: The data layer that resides in the Cloud suite outside the actual device. All data is maintained on the booking system. We send 

requests to read data and to update data. For business-critical data the booking system is the “master” which makes the Cloud suite data 

layer less sensitive. Any data corruption or loss of meeting data would be read back automatically from the booking system.  

4.2  Kleeo desk manager 

4.2.1 Connectivity 

The Kleeo desk manager connects to the network using Wi-Fi, WPA2-PSK. The Kleeo devices are powered by a single USB-C.  The device ports 

have been disabled for data use and have a sole priority to provide electricity to the device.  This eliminates the ability of tampering, even directly on 

the device. 

4.2.2 Setup 

On first installation, each Kleeo desk manager device needs to connect to the Evoko Workplace cloud using the Evoko Workplace mobile app. Not 

until the device is claimed will it connect to the Evoko Workplace cloud or access the network. To claim a device, a user must sign into the Evoko 

Workplace mobile app using their Microsoft O365, Google WS or email credentials and the device can only be connected to the Evoko Workplace 

cloud associated with that user and belong to that Workplace white labelled domains. NFC is used for secure data transfer. 

4.2.3 Encryption 

Customer data is encrypted when in-transit and at rest. All connections with Evoko Workplace cloud are encrypted and served through SSL/TLS 1.2. 

You cannot access the service without using HTTPS. All certificates are verified on both sides with third party authorities. When at rest, customer data 

is encrypted using a key management system which logs all access automatically. Additionally, passwords are both hashed and salted using one-way 

encryption, which protects them even in the unlikely event of unauthorised database access. Application credentials are stored separate from the code 

base. Clients authenticate with Evoko Naso using a token process. 

The Evoko Workplace cloud uses Microsoft Azure Key Vault. Azure Key Vault helps safeguard cryptographic keys and secrets used by cloud 

applications and services. By using Key Vault, the Evoko Workplace cloud can encrypt keys and secrets (such as authentication keys, storage account 

keys, data encryption keys, .PFX files and passwords) by using keys that are protected by hardware security modules (HSMs).  

Key Vault streamlines the key management process and enables limited access and encryption of your data.  

When a Key Vault certificate is created, an addressable Key Vault and Key Vault secret is also created with the same name. The Key Vault key allows 

the Cloud suite to do key operations and Key Vault secret allows it to retrieve the certificate value as a secret. 
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4.2.4 Transparent Data Encryption 

Transparent data encryption encrypts all Evoko Workplace cloud databases, backups and logs at rest. Then a service managed key is used for 

encryption. Microsoft Azure automatically generates a key to encrypt the databases and manage key rotations. 

4.2.5 Authentication 

Password authentication is available by default to end users. The Evoko Workplace suite supports single sign-on through Microsoft services and 

Google Workspace using Modern Authentication (which encompasses SAML, OATH2, ADFS and MFA). 

4.2.6 Calendar Syncing (room booking only) 

Once an external calendar account is connected to Evoko Workplace cloud, it will begin to synchronise data with the designated room calendars. In 

doing so, a subset of your calendar events and their details will be saved in Evoko Workplace cloud. 

The Evoko Workplace cloud will keep this data in sync with your calendar system. Events booked through different apps and devices in the Evoko 

Workplace cloud suite will similarly synchronise the data back to your calendar service, so that the Evoko Workplace cloud and the connected calendar 

stays consistent. Synced event details include: 

 Meeting subject 

 Start and end times 

 Location (e.g. ”Conference Room”) 

 Organiser 

 Attendees 

 Catering event information 

 Online Video Conference links (e.g. Skype or Microsoft Teams link) 

We do not store event attachments. 

4.2.7 Security Polices 

All employees with access to customer data are governed by documented strict security policies covering acceptable use, customer data, and 

encryption standards. 

4.2.8 Disaster Recovery 

Application and customer data are stored redundantly at multiple availability zones within Microsoft Azure Data Centres with backups available for 

immediate recovery. 

4.2.9 Backups 

Customer data is automatically backed up daily in our data centre. Backups are retained for 7 days to recover in the event of a disaster. They are 

destroyed automatically at the end of this period. 

4.2.10 Data Centre 

The Cloud suite is a cloud service, and hosted by Microsoft Azure data centres with the highest level of certifications including ISO27001 and SOC. 

For more compliance information, please visit Microsoft Azure Compliance. 

4.2.11 Decommissioning and Data Removal 

All customers’ data is stored on Microsoft Azure services, which follows a strict decommissioning policy outlined on the Microsoft Azure Security, 

Privacy and Compliance Whitepaper. 

For customer-specific data, we will manually remove all identifying calendar data associated with your account from our database. Derivate 

anonymised data (i.e. ”Total events booked on platform this month”) will not be removed, as it cannot be linked back to source data. User accounts 

associated with your organisation may also be removed on request. We retain backups for 7 days, after which time the data will be completely 

unobtainable. 

4.2.12 Uptime & Reliability 

We constantly monitor our service performance and have automatic notifications to ensure rapid response for service interruptions. All code is audited 

and approved by at least two engineers before deploying to production servers. We also monitor updates from the security community and immediately 

update our systems when vulnerabilities are discovered. 

5. SUB-PROCESSORS 

 Space Connect Limited 

 Microsoft Corporation 

6. PLACE OF PROCESSING 
The Evoko Workplace Suite is a cloud service, hosted by Microsoft Azure data centres with the highest level of certifications including ISO27001 and 

SOC. For more compliance information, please visit Microsoft Azure Compliance. The servers are located in the UK and the Northern Europe. 

7. TRANSFERS TO THIRD COUNTRIES 
The processor shall store Personal data in the EU/EEA and/or the UK. If necessary for the provision of the services under the EULA, the processor 

may transfer personal data to a third country. Before such transfers may take place, the processor must ensure that there is a valid transfer 

mechanism in place, such as Standard Contractual Clauses (SCC). 

8. STORAGE TIME 
The Personal data shall be Processed as long as necessary for the performance of the service under the “Agreement”. Backups shall be retained for 7 

days, after which time the data shall be made completely unobtainable.  


